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ABSTRACT: 

This  article  proposes  a  prototype  of  a  water  leak  detection  system,  identifying 
abnormal patterns in water consumption, which could indicate that a tap was not 
closed or that a pipe is broken. Various electronic components are used, such as a 
water flow meter to detect consumption in the house; an ESP8266 development 
board to send consumption data via Wi-Fi;  and a computer that functions as a 
server to store and analyze the data. This prototype records water consumption in 
liters per minute in a household over seven days, then analyzes the data to detect 
the times when water is normally used. Using the k-means clustering algorithm, the 
system analyzes the data to detect anomalies in water flow and alerts the user via 
WhatsApp  about  a  possible  water  leak.  The  prototype  was  tested  in  different 
scenarios and demonstrated that it can detect abnormal consumption patterns and 
alert the user.
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RESUMEN:

En este artículo se propone un prototipo de un sistema de detección de fugas de 
posibles fugas de agua, identificando patrones anormales en los consumos de una 
casa, lo que podría significar que alguna llave no se cerró o que alguna tubería está 
rota.  Se utilizan varios componentes electrónicos como un medidor de flujo de 
agua, para detectar el consumo en la vivienda; una placa de desarrollo ESP8266 
para enviar los datos de consumo mediante wifi y una computadora que funciona 
como servidor para almacenar y  analizar  los  datos.  Este prototipo almacena en 
litros por minuto los consumos de agua en una vivienda durante siete días, después 
se hace un análisis para detectar los momentos en los que normalmente se utiliza el 
agua. Mediante el algoritmo de agrupamiento k-means, el sistema analiza los datos 
para detectar anomalías en el flujo de agua y alerta al usuario a través de WhatsApp 
sobre una posible fuga de agua. El prototipo se probó en distintos escenarios y se 
demostró que puede detectar los patrones anormales en el consumo y alertar al 
usuario.
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1. INTRODUCTION

The deterioration and lack of maintenance 
of water pipes can be harmful, as they may 

develop  leaks  that  are  difficult  to  detect, 
leading to water waste and increased bills. In 
Mexico  City,  water  leaks  account  for  up  to 
40%  of  water  waste  based  on  general 
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consumption [1].  Detecting water leaks is a 
well-studied field due to its  importance in 
preventing waste.

The deterioration and lack of maintenance 
of water pipes can be harmful, as they may 
develop  leaks  that  are  difficult  to  detect, 
leading to water waste and increased bills. In 
Mexico City,  water leaks account for up to 
40%  of  water  waste  based  on  general 
consumption [1].  Detecting water leaks is a 
well-studied field due to its  importance in 
preventing waste.

Flow-based leak detection methods analyze 
data obtained directly from flow sensors. For 
instance, [2] proposes a water leak detection 
system  that  analyzes  data  from  various 
interconnected  flow  sensors  scattered 
across an area, forming a network of sensor 
nodes. The node directly connected to other 
nodes is analyzed, and a difference in values 
is  calculated  and  evaluated  using  a  pre-
established  range  of  zero  to  two  hundred 
liters per hour.

If the difference falls within this range, the 
water  network  is  considered  functional; 
otherwise, it indicates a leak. The system in 
[3] is similar but includes a margin of error 
of  6.33  percent  and  sends  data  to  a  web 
server.

In [4],  a sensor network is used, but flow 
data  is  only  captured  when  the  water 
network  is  operational.  Water  leaks  are 
detected  when  flow  data  falls  outside  the 
pre-established range, and users are alerted 
via email if a possible leak is detected. In [5], 
the system can approximate the leakage area 
and  alert  the  user  via  their  cell  phone, 
providing the leak’s location. The application 
shows  data  such  as  resistance,  distance, 
water  flow,  and  a  warning  indicating 
whether the network is stable or leaking. In 
[6],  solenoid  valves  are  included,  allowing 
the system to shut off the water flow if a leak 
is detected.

The  system proposed  in  [7] detects  water 
leaks  in  specific  areas  and  provides  the 
location,  accessible  through Google.  Data is 
captured  via  flow  sensors  connected  to  a 
processing module (nodeMCU) with internet 
access  for  data  transmission.  Using 
Pushbullet, it sends SMS text messages, and 
with Pushing Box, it notifies users via email.

There are various methods to detect water 
leaks, including the use of ultrasound sensors 
[8],  pressure  sensors  [9],  and  sensor  cables 
that  generate  an  electric  current  upon 
contact with water,  with the detection area 
determined  by  the  cable  that  detected  the 
current  [10].  Additionally,  leaks  can  be 
detected by capturing acoustic signals using a 
piezoelectric  sensor [11] or  through thermal 
image processing in non-rigid soil [12].

In [13], leak detection in domestic networks 
is  achieved  through  real-time  diagnosis  of 
water  consumption.  This  method  involves 
capturing  water  consumption  data  over  a 
period to generate estimates of daily usage.

A  machine  learning-based  water  leak 
detection system is presented in [14]. Data is 
collected over six months, generating a graph 
of average daily water consumption based on 
time and days of the week. Using this data, a 
scalable machine learning model is created to 
model  water  consumption,  generate  the 
standard  deviation  for  each  day,  detect 
anomalies, and notify the user via cell phone 
or computer.

In [15], a system was implemented to detect 
activities  in  the  domestic  water  network.  A 
flow sensor was placed in areas with activity, 
such as the shower, to capture data focused 
on  specific  activities.  This  procedure  was 
carried out in locations such as the shower, 
sink, bathroom, and washing machine over a 
five-day period. By applying Bayes’ theorem, 
the  system  identifies  water  activities  and 
displays  them  on  a  website  through  tables 
and  graphs,  achieving  an  accuracy  rate  of 
68.671.
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In this work, we propose a prototype for a 
water  leak  detection  system  for  domestic 
networks,  capable  of  collecting  and 
analyzing flow data over a week. Using the k-
means  algorithm,  abnormal  patterns  and 
activities  in  water  consumption  that  could 
indicate  leaks  are  identified,  allowing  for 
preventive measures. The system, composed 
of a flow sensor, the ESP8266 module, and a 
server,  captures  and  analyzes  the  data, 
alerting the user via WhatsApp in case of a 
possible leak.

2. METHODS

This section describes the materials used in 
the  construction  of  the  prototype  and the 
methods to achieve the goal of alerting the 
user about possible water leaks.

2.1. Materials

To  make  an  adequate  selection  of 
materials,  an  investigation  was  carried  out 
into  the  devices  used  in  similar  projects, 
their availability on the market and trying to 
maintain an adequate compromise between 
cost  and performance.  These materials  are 
described below.

WiFi micro-controller ESP8266

The ESP8266, shown in Figure 1, is an SoC 
with a WIFI connection module that allows 
connections  using  the  TCP/IP 
communication protocol.  The ESP8266 was 
used  to  acquire  the  water  flow signal  and 
send it over WiFi to the server. The ESP8266 
was  selected  due  to  its  low  cost  and  low 
power consumption.

Flow Water Meter YF-S201

The YF-S201 flow water meter is a device 
capable of analyzing pulses obtained and 
transforming them into liters per minute 
(Lt/min). It works when there is flow, the 
blades  inside  of  the  sensor  rotate, 

activating  a  hall  effect  sensor  that 
generates an electrical pulse.

Figure 1. The ESP8266 microcontroller is used to read 
the data from the flow meter and send it to the server.

To acquire the flow data,  the YF-S201 flow 
sensor was selected, shown in the Figure 2, it 
has  digital  output  of  electrical  pulses,  is 
economical  and  has  1/2-inch  flow  threads, 
used in the sanitary water network.

Figure 2. Flow water meter YF-S201 connected to the 
main water inlet of the house to detect consumption.

Server

A  PC  was  used  as  a  server  for  receiving, 
storing and analyzing data. The specifications 
of  the  PC are  the  following:  9th  generation 
Intel Core i5 processor, 16 GB of DDR4 RAM, 1 
TB  SSD  storage.  The  computing  resources 
used was minimal, so a computer with fewer 
features can be used.
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2.2. Proposed Model

The  prototype  is  a  system  capable  of 
analyzing water flow data, measured with a 
flow water meter connected to the ESP8266 
development  module  with  communication 
through  a  local  Wi-Fi  network  with  a 
computer  that  stores  the  data.  These  data 
were processed using a program developed 
in  Python  to  detect  abnormal  patterns  in 
water  consumption  using  the  K-means 
clustering  algorithm.  Finally,  when  an 
abnormal  flow  is  detected,  the  user  is 
alerted  via  WhatsApp  message  about  a 
possible water leak.

To  aim  the  purpose  of  the  prototype, 
different  modules  were  developed:  data 
acquisition module,  information processing 
module  and  user  alert  module,  the 
operation of the server coding in python is 
described in Algorithm 1.

Algorithm 1: Program operation on the server.
1 Initialize the server
2 if there is a pkl file then
3 Load k-means model from the pkl file
4 else
5 if there is a csv file then
6 Load consumption data from the csv file
7 else
8 Create an empty csv file
9 end if
10 while the training period is not ended do
11 Wait a second
12 Read water flow data from ESP8266
13 Save water flow and current time in the csv 

file
14 end while
15 Train the k-means model
16 Save the k-means model in a pkl file
17 end if
13 Read a new flow water data
14 if the data is into abnormal cluster then
15 Alert to the user
16 end if

Data acquisition module

The data acquisition module is responsible 
of capturing and transmitting the water flow 
data.  The  ESP8266  was  programmed  to 
establish a WI-FI connection with the local 
network, read data from the flow meter and 
send it to the server. 

The flow meter is connected to the inlet of 
the main water pipe in the house, as shown 

in Figure 3. When the ESP266 is powered on, 
it  establishes  a  WI-FI  connection  with  the 
local network. To read the water flow, PIN 2 is 
configured as a digital  input,  and the signal 
from the flow meter is connected to it. The 
signal from the flow meter is multiplied by a 
factor of 0.1333 to convert the pulses to liters 
per  minute.  Finally,  a  connection  is 
established  with  the  server,  and  the  data 
obtained from the flow sensor is transmitted. 
This  process  is  run  continuously  if  the 
ESP8266 is powered on. 

Figure 3. Physical connection of the device used to 
detect the water flow and send it to the server.

On the server,  the data acquisition module 
establishes a connection with the ESP266 and 
begins  receiving  water  consumption  data. 
Upon the initial connection, the data is stored 
in a csv file for a period of 7 days, with one 
measurement recorded every second to avoid 
excess data storage, this procedure is shown 
in Algorithm 2.

Algorithm 2.  Program operation of the data acquisition 
module.
1 Stablish connection with local WiFi
2 Enable pin 2 as digital input
3 while the ESP8266 is powered on do
4 Read data from the flow meter
5 Convert the pulses to liters per minute
6 Stablish connection with the server
7 Send data to the server
8 end while

Information processing module

In this module, after storing data for 7 days, 
the k-means algorithm is applied to identify 
different clusters of daily water consumption. 
These  clusters  are  then  classified  as  either 
consumption  or  non-consumption  clusters. 
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This  module  was  programmed  in  Python 
using the sklearn, joblib and numpy libraries. 
After collecting 7 days of training data, the 
csv file is read, and the water consumption 
clusters  are  identified  using  the  sklearn 
library.  Tests  revealed  that  the  optimal 
number of clusters for the house where the 
tests  were  conducted  is  96.  Once  the  k-
means  algorithm  is  executed,  the  clusters 
are stored in a file with a pkl extension. This 
allows for  loading the clusters without re-
execute the k-means algorithm.

User alert module

After identifying the consumption and non-
consumption clusters, new data is passed to 
the user alert module each time it is read. 
This  module,  also  developed  in  Python, 
utilize  the  sklearn,  joblib,  numpy,  and 
webbrowser  libraries  to  open  the  browser 
and send alerts via WhatsApp. 

Every time new data arrives to the server, it 
is checked to determine whether it belongs 
to  a  consumption  or  non-consumption 
cluster  based on the time.  If  the data falls 
into  a  non-consumption  cluster  but 
indicates  consumption,  an  alert  flag  is 
activated.  If  this  alert  persists  for  one 
minute,  a  message  is  sent  to  the  user  via 
WhatsApp alerting a possible leak.

3. VERIFICATION

For  validation,  both  the  individual 
functionality of each module and the overall 
operation of the prototype were tested. This 
included verifying the Network connection, 
ensuring  the  correct  data  reception, 
identifying  the  clusters  and  sending 
messages. 

To verify the network connection and the 
accurate reading of flow meter data with the 
ESP8266,  the Serial  Monitor feature of  the 
Arduino  IDE  2.0.1  was  used.  As  shown  in 
Figure  4,  a  successful  connection  is 

established, and data reading begins.

Figure 4. Screenshot of the network connection test 
window in the Serial Monitor of the Arduino IDE.

The  functionality  of  data  reception  was 
verified by establishing a connection between 
the  ESP8266  and  a  computer  acting  as  a 
server  over  the  local  Wi-Fi  network.  While 
the server was active,  it  printed the data it 
received from the ESP8266 to the computer 
console. Figure 5 shows the test carried out 
where  the  water  flow data  was  received  in 
one-second  intervals,  along  with  the 
corresponding timestamps in seconds.

Figure 5. Data reception from ESP8266 to server shown 
in the Windows Power Shell.

The water consumption data collected over 
7  days  is  shown in  Figure  6,  which  initially 
appears to indicate continuous consumption. 
However,  upon  zooming  in,  as  shown  in 
Figure 7, it is evident that there are periods 
with no water consumption. Through testing, 
it  was  determined  that  the  appropriate 
number of clusters is 96. Figure 8 provides a 
close-up view of the graph with the clusters, 
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where  3  correspond  to  non-consumption 
and  4  to  consumption.  One  of  the  non-
consumption  periods  is  from  14,000  to 
14,750 seconds (3:53 AM - 4:05 AM).

Figure 6. Water flow data over a period of one week.

Figure 7. Water flow data in range of 14,000 to 21,000 
seconds.

Figure 8. Water flow data applying k-means algorithm.

The validation of the notification system via 
WhatsApp messages was conducted using a 
leak simulation to ensure that the program 

sends  alert  messages  to  the  user.  Figure  9 
shows the message received by the user.

Figure 9. Notification received on cell phone indicating 
possible water leak.

To  ensure  continuous  operation,  the 
prototype was tested for 7 days. During this 
period, the electrical power was intentionally 
interrupted  to  demonstrate  the  device’s 
ability  to  reestablish  the  connection  and 
continue  storing  data.  After  these  7  days, 
another  power  interruption  was  induced to 
verify that the system did not restart and only 
loaded  the  previously  trained  clustering 
model.  Finally,  tests  were  conducted  by 
opening  the  water  faucet  during  non-flow 
periods  to  verify  that  the  notification  was 
sent to the user.

Figure  10  shows  the  console  message 
displayed  when  the  prototype  is  connected 
for the first time. Since the CSV file does not 
exist initially,  it  is created, and data storage 
begins for a week. If a power outage occurs 
before the 7 days of training are completed, 
data storage continues seamlessly, as shown 
in  Figure  11.  Once  the  training  period  has 
passed  and  another  power  interruption 
occurs,  only  the  K-means  model  is  loaded, 
and it  starts identifying whether the data is 
normal or abnormal,  as illustrated in Figure 
12.
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Figure 10. Message displayed when the prototype is 
connected for the first time.

Figure 11. Message when the system restarts but the 
training period has not yet finished.

Figure 12. Message when the system restarts, and the 
training period is finished.

Finally, to demonstrate the alert notification 
at  4:37  AM,  which  falls  within  a  non-
consumption  cluster,  a  water  faucet  was 
opened for more than 1 minute. Figure 13 and 
Figure  14  show  that  the  user  received  the 
notification correctly.

Figure 13. Message when a probable leak is detected.

Figure 14. WhatsApp message when a probable leak is 
detected.
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CONCLUSION

The proposed prototype can analyze flow 
data  and,  using  the  k-means  clustering 
algorithm, identify abnormal data and alert 
the user via WhatsApp about possible leaks. 
It  is  important  to  note  that  these  are 
possible  leaks,  as  it  could  simply  be  that 
someone is doing an unusual activity.

Although  the  prototype  demonstrated  its 
functionality, there are some challenges that 
need to be addressed for it to become a final 
product.  For  example,  another  sensor  that 
can be mounted on the main pipe should be 
used, since the one used requires breaking 
the pipe to connect it. It is also necessary to 
develop a casing to protect the device from 
inclement  weather.  Finally,  it  is  not 
appropriate to have a computer always on to 
send alerts; the computer could be replaced 
by  a  single-board  computer  like  the 
Raspberry Pi.

This  device  can  also  be  useful  for  future 
developments  where  water  consumption 
patterns are analyzed, and suggestions can 
be  made to  improve  water  usage.  It  could 
also work with Alexa or Google Home to be 
part of a smart home.
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